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Introduction

Knowledge and information is known as the most valuable resource today. Obtained
data is transformed into information and information is transformed into knowledge.
Thanks to the developing computer technologies, data can be collected in many areas.
It is a necessity that the collected data can be easily and securely stored and managed
effectively. Due to these needs, database management systems and approaches are
developing rapidly (Onder, 2005). In this context, the topics of performance, success,
security and query/audit in database systems come to the fore. Currently used database
management systems have many advantages and disadvantages. Preventing the access of
malicious third parties to data becomes the priority of everyone who stores and manages
data, especially public institutions and private sector companies. Malicious third parties
are also changing their attack methods day by day with the developing technology and
making them more dangerous. All these developments turn today’s known safe systems

into tomorrow’s weakest systems (Vural and Sagiroglu, 2010).

At this point, the rapidly developing and spreading blockchain technology comes to the
fore. This technology is defined as a decentralized distributed database. It is known to be
a more consistent and secure database because it is a distributed database. Also finance,
education, tourism etc. It is widely used in many different fields such as (Nakamoto,
2008). The innovations and advantages that come with blockchain technology are also
important for public institutions and private sector seeking secure databases. Recently,
the increasing popularity of blockchain technology and the new approach it has
developed have led to an increase in the number of users of this system (Kakavand
et al., 2017). Users do not need a third agent when transferring products or services,
thanks to the decentralized distributed data structures feature of the blockchain. Thus,
a more transparent, reliable and accountable opportunity is provided. As a result of
the development of the internet and making communication effective, more and more
interactive societies have emerged. As a result, new technologies such as smart phones,
smart contracts and the internet of things have been widely used (Tapscott & Tapscott,
2016).
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Definition and Features of the Blockchain

Blockchain has different definitions in the literature. According to Nakamoto, a
blockchain is a distributed data structure that records every step/transaction information
performed by users on the network and shares this information (Nakamoto, 2008). Zheng
et al. have been defined the blockchain as a ledger that is stored in blocks as the nodes
in the network approve the transactions and grows as new blocks are added (Zheng et
al., 2017). According to Beck, the blockchain is a database that allows the transactions
to be made consistently and securely by the nodes in the network (Beck, 2018). On the
other hand, Glaser defined the blockchain as a ledger shared by all stakeholders, where
the records of valuable assets (house, car, contract, etc.) are recorded publicly (without
using real identity, if desired) with pseudonyms without the need for a central authority
(Glaser, 2017). According to Reyna et al., the blockchain is a distributed, transparent and
immutable data structure in which the reliability of every transaction is verified by the
nodes in the network (Reyna, 2018). Tama et al. stated that the purpose of the blockchain
is not to interfere with the data from the outside, there are blocks approved at every node

in the network and it is a part of a distributed software system (Tama et al., 2017).

Technically, blockchain is defined as the integration of distributed ledger, decentralized
contract and cryptographic algorithms. Transactions made on blockchain technology are
stored in a list of data blocks that are cryptographically linked in a chain. The formation
of blocks in the blockchain system is provided by the confirmation of the accuracy and
validity of the transactions by the participants in a decentralized network in a distributed
structure, and as a result of time-stamped algorithms (Hawlitschek et al., 2018). Zhao et
al. revealed that the most important feature of the blockchain system is that it supports
transparent and reliable transactions with network-based mathematical calculations
instead of human control of transactions. With this feature, the blockchain can be thought
of as an “operating system for interactions” (Zhao et al. 2016). Lewis stated that the
blockchain is an improved database that provides solutions based on consensus rules for

operations such as adding records, verifying and distributing information (Lewis, 2016).
Technical Concepts and Classification of the Blockchain

Basic Concepts

Distributed Ledger Technology (DLT)

DLT is a transparent database where important data or assets of public institutions
and private sector companies can be viewed by all users in the network (Pinna &
Ruttenberg, 2016). What is meant by distributed ledger is a ledger that can work with
its own consensus standards without a central approval system (European Securities
and Markets Authority, 2016). Another feature of DLTs is the use of cryptography as a
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tool for storing assets and verifying transactions (Wessel, 2016). Transactions performed
through DLTs can be cleared and finalized almost instantly, as all information or records

will be distributed among all users (Digital Currencies, 2015).
Irreversibility of Records

Every transaction performed in blockchain technology is stored as an endless chain
in block lists. Considering the irreversibility of these stored records, some calculation
algorithms are used. It is not possible to change the information in a previously created
block without breaking the structure of the chain. Therefore, if the data is corrupted, the

records are visible to everyone in all the nodes created (Marco & Lakhani, 2017).
End-to-End Communication

Rather than using any centralized structure, individual nodes transmit and store data
directly to each other in a peer-to-peer network (Nakamoto, 2008; Marco & Lakhani,
2017; Huumo et al., 2016). Due to the consensus among the nodes in the blockchain
system, there is no need for a specific center and intermediaries (Pilkington, 2016). In
the blockchain, information is stored by all participants (nodes) in the BitShares chain
(Marco & Lakhani, 2017). Some authors argue that transactions created in the blockchain

are not recorded by all nodes, but can be used (Nakamoto, 2008; Huumo et al., 2016).
Transparency

The concept of transparency in blockchain occurs when the participants in the network
can see all transactions and blocks (Marco & Lakhani, 2017; Huumo et al., 2016).
This suggests that the blockchain system is more transparent than a centralized system
managed by a third party. Most of the sources state that the blockchain technology is

open source, that is, it does not have a specific owner (Huumo et al., 2016; Tian, 2016).
Computational Logic

Since the BitShares chain is located in a digital environment, the computational logic
can be realized according to the transactions in the blockchain. Nodes can use rules and
algorithms to trigger transactions/processes automatically. BitShares transactions can be

programmed to handle any type of information (Marco & Lakhani, 2017).
Classification of Blockchain Systems

Blockchain systems are classified under three headings (Buterin, 2015; Puthal et al.,
2018; Zheng et al., 2017).
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Public Blockchain

It provides an open permissionless platform that enables individuals affiliated or
independent of various institutions or organizations to participate and mine. In this type
of blockchain, there are no barriers or restrictions on entry to the blockchain. That’s why
the Public blockchain is also known as the permissionless blockchain. Public Blockchains
are completely open and transparent and do not contain any private validator node, that

is, a node that controls the transactions or that requires permission to enter the block.

They are blockchain structures that allow data exchange between individuals in the
organization and are managed by a participant or group of participants in the network.
Such blockchains are also known as permissioned blockchains. Because participants
who do not have a special permission cannot join the chain. A node’s access to and
participation in the network is done by the group that manages the network according to
the set rules. This situation reduces the level of compliance with the decentralized and

transparent nature of blockchain technology.
Consortium Blockchain

It is defined as a private and permissioned blockchain technology in which a previously
identified group of nodes is the authority/decision maker instead of a single transaction
in the block verification and consensus process. These nodes identify the participants
who can join the network and mine. Block validation is only valid if a block is signed
by authorized nodes. A consortium decides that the network is public and that anyone

on the network can read/write data. A comparison of all blockchains is given in Table 1.

Table 1. Comparison of the Blockchains

Public Blockchain Private Blockchain Consortium Blockchain

Settlement Pro-

. All Miners An Organization Selected Nodes
viders
Read Permissions Open Open or Allowed Open or Allowed
Efficiency Low High High
Centralization No Yes Partially
Participation .
] Without ) .
in Settlement o Permitted Permitted
Permission
Procedures

Challenges and Current Developments

Although blockchain technology has very important advantages and possibilities, it also
has some limitations and difficulties. In this section, both these (difficulties) and possible

solutions are given.

63
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Scalability

With the number of transactions increasing day by day, the volume of blockchain
systems is also increasing. Each node in the blockchain system must store all blockchain
data. The purpose here is to perform verification and reconciliation transactions.
However, this situation causes the blockchain structure to grow much more (Zheng et
al., 2017). Due to some difficulties such as the capacity of the blocks and the speed of
publishing, the number of confirmed transactions in the chain in a certain period of time
is limited (Vukoli¢, 2015). The fact that miners prioritize large transfers and ignore small

transactions causes delays in transaction time (VISA Fact Sheet, 2021).
Privacy

Users can transact with their own public and private keys without using their real
identities. At the same time, data such as sender, receiver, time and transferred value
are publicly published because transparency is essential (Meiklejohn, et al. 2013). Two
concepts, namely anonymization and mixing, have been developed against privacy

violations that may be encountered in the blockchain.
Anonymization

A zero-knowledge proof method is used, which allows verification with a one-sided
password in order to hide (ensure privacy) of user information. This process is done instead
of verification with digital signature and mining. Thus, the activities or relationships

between the person and the transfer process remain confidential (Sasson et al., 2014).
Mixing

The scrambling service enables data to be collected from multiple sending addresses and
forwarded to multiple receiving addresses. Recipient addresses are mixed by a central
scrambling server to prevent theft. Thus, both encryption and address mixing methods
are used (Bonneau et al., 2014; Van Wirdum, 2016; Ruffing et al. 2014).

Blocking Attack (Selfish Mining)

Malicious miners put the blocks they create on hold before releasing them and issue
their private chain branches. They do this by using their own blocks after the necessary
conditions are met. As a result, a bifurcation occurs in the chain. Malicious miners cause
competitors to waste their power and time and can gain unfair advantage (Heilman,
2014).
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Conclusion and Recommendations

In this chapter, blockchain technology, current developments and challenges are
presented. Blockchain technology is a current technology and has a great development
and transformation potential in many areas. First of all, when evaluated in terms of
advantages and disadvantages of blockchain technology, it has been seen that it will
replace traditional database systems. In addition, with these systems, very successful
results can be obtained in terms of data security, consistency and data transfer. The
privacy, transparency and distributed nature of blockchain technology provides
advantages against central authorities. However, features of blockchain technology such
as verification, system performance and querying can sometimes be a disadvantage. In
addition, when we look at this technology from the perspective of the financial sector,
it can be said that performance is a big handicap. In existing systems, thousands of
transactions are performed instantaneously per second. It has been observed that these
numbers are very low in the blockchain. The verification of transactions in the blockchain
enables transactions to be made with big data. This has an impact on performance and

productivity.

Along with blockchain technology, many innovations have entered our lives. In addition,
it can be said that there is a great need for data analysis of the blockchain system. With the
developments in blockchain technology, artificial intelligence creates new opportunities
and approaches in applications. These technologies have superiority over traditional
systems thanks to their secure and efficient data transfer features. As a result, projects
and investments related to blockchain technologies should be made and this technology

should be supported to develop and spread faster.
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